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Foreword

After having worked in information security for over 20 years, I have come to a
simple conclusion: unless we move beyond technology alone and start addressing
the human element, we are in a no-win situation. Technology is where every
organization should start when managing its cyber-risk, but technology can only
go so far. We have hit that point of diminishing return. We can no longer ignore
the human factor in information security. Lance’s book is a breath of fresh air. He
creates a new chapter in how organizations should manage their risk, not just at
the technical level but at a human level. What makes Lance’s book so powerful is
that he not only backs the book with tremendous research and academic studies,
but also brings in real-world application.

I first met Lance through his previous book, IT Security Metrics. It was one
of the few books I had found that attempted to measure the human side of
information security. He went beyond just hard numbers and acknowledged the
softer side of our world. Since then, I have been working with Lance and have
come to recognize and respect the unique traits he brings to our community.
As a PhD in social science, Lance brings academic rigor to our world, but even
better, he brings the skills necessary to understand Zow people and cultures
work. Combined with more than 25 years of real-world, global experience in the
information security field, his philosophy and practice bring immense wealth to
the security sector.

What I love most about this book is that anyone can read it. Lance helps
you understand what culture is and why it is an issue for information security,
ultimately providing a framework to manage and measure it. I hope you are as
excited as I am about this opportunity to both better understand a challenge we
all face and leave this book better armed to do something about it.

—Lance Spitzner
Research & Community Director, SANS Securing The Human
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Introduction

The origins of this book are diverse. It comes from several different ideas I've
explored or been interested in over the years, ideas that traced their own individual
orbits inside my head and then gradually came together into a concept I felt
compelled to write about. I decided I wanted to write a book about security culture
not long after I finished my first book, IT Security Metrics. I didn’t call it “security
culture” at the time or think about in those terms. I just knew after I finished the
first book that I wasn'’t actually finished.

A good friend commented to me after reading I7 Security Metrics that he
thought one of my most important points was how valuable qualitative data and
measurement can be to information security programs. It made me glad to hear
him say that, because it was one of the reasons I had written the book in the
first place. I wanted to add something new to a conversation that was already
taking place in our industry. Having recently finished a dissertation in the social
sciences, one that relied on both quantitative and qualitative research methods,

I thought the security metrics literature was overemphasizing quantitative inquiry
and analysis and missing out on the value of qualitative approaches. Often,
security professionals I encountered criticized qualitative data and downplayed its
usefulness, but these same folks many times didn’t even use the term “qualitative”
correctly or understand how qualitative research actually works.

In IT Security Metrics, my advocacy for qualitative approaches was deliberately
gentle and conciliatory, toned down in the hopes that I might get some readers
interested but not alienate too many of them. I still gave quantitative approaches
top billing, which was fine. The book seemed to have the intended effect. Some
people wanted to explore qualitative information security metrics more deeply,
while those who did not could safely ignore those particular chapters.

In the years since I finished the first book, a lot of things have happened and
a lot of things have changed. Perhaps the two most impactful events as far as
People-Centric Security is concerned were a global financial crisis and a crisis of
confidence in the information security industry. The former has passed, although
we still feel its lingering aftermath, while we are still smack in the middle of
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the latter. In the case of the financial meltdown, a complex global system that had
become opaque and automated broke down as a direct result of irrational human
behavior. Safeguards that were meant to prevent such collapses didn’t work. In the
case of information security, a similarly complex global system that is also highly
dependent upon technology solutions seems to be breaking down. The collapse is
not as spectacular or compressed as the financial crisis was, but it still feels pretty
catastrophic when every week seems to bring news reports of millions of people’s
data being stolen, public accusations of spying and sabotage against governments
and criminal organizations alike, and trade conferences where the industry that
makes security products will be the first to tell you it has failed and that literally
everyone has already been successfully “owned” by the bad guys.

I found at the center of all these things interesting questions of complexity, of
the limits of technology solutions, and of the power of human behavior for good
and for bad. Society is becoming more technical and more social, each driving
and extending the other. Social networking, sharing economies, and the Internet
of Things (or Everything) promise to make our world more interconnected and
more complex than ever in human history. They also promise to make the idea of
people and machines being separate more meaningless than ever before. We're
not exactly at the point where everyone becomes a cyborg, but in a world of
wearable technology, amazing prosthetics controlled by the user’s mind, and body
implants with embedded computing and Wi-Fi capabilities, the idea isn't exactly
hyperbole.

What happens when you can no longer tell the human infrastructure from
the technology infrastructure? That’s a question that has as many philosophical
implications as practical ones. I'm not trying to address the philosophical
points in this book. But I am going to draw a bit of a line in the sand on the
practical side of the question, specifically the one that we face in information
security. Culture has long been a word associated with how a particular group of
people sees the world, including what that group believes and how those beliefs
influence the way the group lives. Culture functions at different levels, including
geographical, ethnological, and religious levels. Culture also functions at the level
of organizations, such as companies and governments, which are perhaps more
artificial and less organic than families, tribes, and religions, but which have come
to dominate our world just as much. The company I work for has a culture. So
does the information security industry. And those cultures, as much as anything
else, drive why people do what they do. Our culture has become technological,
so we have to understand technology to decipher it. But our technology has also
become cultural. If you want to know why a technology system succeeds or fails,
whether it be a financial system or an I'T system, you have to also understand people.
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Which brings me, if in a roundabout way, to this book. InfoSec has always
preached the triad of “people, process, and technology” as essential for good,
effective security. My experience in the industry has been that technology always
comes first, followed by process when we can manage it, and people when we
get around to them. The main role people play in information security tends to
be that of a problem waiting to happen, an insider threat, a negligent user, or
just an annoyance to be automated out of existence as best we can. This book
is my attempt to invert that, to put people in the center of information security
programs and practices. Sometimes people will be threats, but more often they
will be the untapped resources with the solutions to many of security’s current
challenges. Thankfully, 'm not alone in believing that people-centric security is
the future. The security industry is beginning to realize that technology can only
take us so far. As InfoSec programs hit the point of diminishing returns on their
technology investments, they must look for other reserves of effectiveness and
value. I hope this book helps, in some way, to facilitate the realization of that value.

Who Should Read This Book?

I wrote this book for everyone who has ever wondered why, despite our best
efforts and most sophisticated technology solutions, information security seems
to be failing more now than ever. InfoSec has become so big and so dispersed
across different specializations and disciplines that there’s not really even a single
field anymore. We have information security, I'T security, information assurance,
cybersecurity, and others all maybe referring to the same thing, but maybe not. As
an example, throughout this book I'll refer to our field as information security, or
InfoSec for short, which is indicative of my own professional history, preferences,
and experience. At the leadership level, however, no matter what you call it, chief
information security officers (CISOs) have to run their programs as a business, in
partnership with other, non-security executives. At other levels, practitioners will
have their own preferences and opinions of what constitutes our field. Everyone has
their own concerns about the best way to protect the information assets that are
crucial to enterprise success. That being said, there are several groups I can mention
who might find value in ideas about how to measure and change security culture.

(IS0s

I use “CISOs” as a catch-all to include any organization’s InfoSec leadership,
regardless of official title. If you're in charge of managing security for your company,
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you are the chief no matter what your job title is. As leaders, CISOs are the
people best positioned to actually manage and change an organization’s culture,
including its information security culture. But you can’t manage what you can'’t
measure, so having a way to analyze and articulate security culture becomes
central to impacting and improving it. The techniques and methods I lay out in
this book can give CISOs that analytical capability, enabling them to add InfoSec
culture to their strategic objectives and roadmaps.

Non-security Organizational Leadership

For every senior executive or board member who has struggled to understand
what a CISO is talking about or to make sense of the fear, uncertainty, and doubt
over security breaches bombarding them in the media, I hope this book helps to
break down how security professionals think. If you can understand what motivates
a person, you can find a way to work with them, to compromise for mutual benefit,
and to resolve conflicts before they become dangerous. This book talks a lot about
the competition between values and cultures within an organization, including
values and cultures outside of the InfoSec program. My sincere hope is that non-
security leaders and managers can use this book as a way to better understand
information security, and where the security team is coming from in terms of
values and priorities. Even better, maybe these same non-security professionals

will be better able to explain to security practitioners where everyone else in the
organization may be coming from, especially when those values and priorities clash.
InfoSec programs are often seen as impeding rather than enabling the business,
which leads to tension and conflict between stakeholders. This is, at heart, a cultural
challenge, one I hope this book can help people to overcome.

Training and Awareness Teams

In the book, I refer to security training and awareness teams as the “tip of the
spear” for cultural transformation in the industry today. I have a great deal of
respect for anyone who takes on the challenge of educating and mentoring others,
and when the subject is protecting and preserving an organization’s information
and technology assets, that challenge can be even greater, the stakes higher. This
book is not a training and awareness book, but the methods and tools provided in
the book can absolutely help security awareness programs. One major contributor
to security incidents and data breaches today is that we don'’t include enough
human and organizational behaviors in our repertoires of risk. The frameworks

I offer here can help expand that knowledge base and give training teams more
options and more areas of focus with which to be successful.
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Security Operations

Again, I talk about “security operations” generally, as a blanket reference to all the
people responsible for keeping the InfoSec program running. Whether you are
an analyst, an incident response manager, a developer, or some other information
security specialist, you are part of what creates and transmits your organization’s
security culture. That means you have power, even if it doesn’t always feel that way.
This book can help give information security professionals a language with
which to express what they do and why, and to communicate with others who
may not understand or agree with them. I don’t expect people to read this book
out of some appeal to the cliché that “everyone is responsible for information
security, although that’s true. Instead, I would encourage you to read the book for
the most self-serving of reasons, namely to be able to justify why you do things a
certain way and to explain to others why they should give their support (financial,
political, time) to help you get them done. The most common question I get asked
by customers is if I can help them justify information security measures, activities,
and budgets to upper management. In my experience, senior business leaders
speak the language of culture and organizational behavior more fluently than they
speak the language of technology and security. This book can help translate the
cryptic dialect of InfoSec into speech that business stakeholders understand.

I have drawn on years of consulting experiences in developing the case studies
and stories in this book. Names, details, and circumstances have been altered to
protect the identities of specific organizations.

Companion Website

Accompanying this book are templates that you can use in your own organization
to transform your information security culture. To call your attention to these
templates, the Download icon has been included where these templates are
referenced throughout the book. These templates, as well as other resources on
organizational and InfoSec culture, are available to you for download from http://
lancehayden.net/culture. The templates are fully customizable so that you can use
them to their best effect within your organization.

A note on URLs. Throughout the book, I use only top-level URLs, even when
pointing readers to specific documents or web pages. This is deliberate. In this
age of e-books, a broken link can be troublesome, sometimes even resulting in
a book being made unavailable through some vendors. To avoid this problem,

I have avoided links that are more likely to change or die. In all cases, it should be
a simple matter to search the site I give in the link, or the Internet more generally,
for titles and authors. I apologize for any inconvenience this may cause.
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that the world of information security is in a state of crisis. Data breaches

are all over the mainstream media. Enormous in scale and frightening in
their implications, major security incidents seem to be happening with alarming
regularity. When it is not shady criminal hackers perpetrating the theft, we
worry that it might be a hostile government gearing up for a new kind of warfare,
or even our own government embracing a new age of Orwellian surveillance
possibilities. And the message that resonates from the pages of information
security industry magazines and websites to the keynote speeches of industry
conferences and the marketing brochures of product and services vendors is,
InfoSec is broken somehow—it doesn’t seem to work anymore.

Maybe. Society has undergone profound changes with the widespread adoption
of digital, networked information technologies. Some theorists speculate that
these changes are structural, representing not just new features of traditional
society, but new definitions of society itself. In this view, we are going through
changes like those that happened when human beings stopped being nomadic
and established agriculture and villages, or like the transformations that took
place during the Enlightenment, or as a result of the Industrial Revolution.

Such evolution means that everyone, including the information security industry,
better be ready for changes unlike anything we’ve previously experienced. Technology
has become social, centered around people, and information security must become
equally people-centric if it hopes to succeed. We not only have to do things better,
but we have to invent whole new ways of doing them. That means looking at things
that have traditionally made security experts, especially technologists and engineers,
uncomfortable. Things that are hard to measure or automate. Things like people,
including their beliefs and assumptions as much as their behavior. Things like
culture.

You don’t have to go digging through technology news feeds for evidence

Burnt Bacon

I first realized the power of culture in information security a few years ago at a supplier
conference hosted by a customer. Dozens of reps from different vendors filled a

large hotel ballroom reserved by our host. After we had all grabbed our coffees and
sat down, the executive running the event called the meeting to order with a safety
briefing. He introduced us to our safety officer, let’s call him Bob, who also worked

for the customer. Bob was not an executive or even a manager. But before turning
over the microphone to Bob, the executive made it clear that, in terms of our physical
safety and security, for the next two days Bob might as well be the CEO.
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I had not expected the briefing, but I wasn'’t very surprised. The company
running the conference operated in several hazardous industries and prided
itself on the “culture of safety” it instilled in employees. Bob spent about five
minutes running us through a review of safety protocols for the event, pointing
out all the exits, telling us which we should use in the event of an emergency, and
even declaring a rallying point across the street. Should something happen that
required us to leave the building, everyone was required to meet at the rallying
point for a headcount prior to returning or taking whatever other actions Bob
deemed appropriate. Once he had finished, Bob took his post at the back of the
ballroom and the day’s activities commenced.

I was surprised when we returned from the first day’s lunch break and the
executive again handed Bob the mike so that he could repeat the same briefing
we had listened to only four hours before. “Wow,” I thought. “These people take
safety seriously” I had never experienced that kind of briefing before at any of my
own company’s meetings, much less two in the same day at the same event!

Coincidence is a funny thing. Just over an hour after our post-lunch briefing,
the hotel fire alarm began to wail. On reflex, everyone turned around to look
at Bob, who immediately slipped out of the room. Within a minute, the alarm
stopped. A minute or two later Bob returned with one of the hotel managers in
tow, who was obviously trying to explain something. I watched Bob shake his head
“no,” prompting the manager to leave. Ten minutes later, I was standing with my
fellow vendor representatives across the street as Bob took a head count.

We found out later that the manager had contacted Bob to tell him the fire
alarm had been triggered by a small grease fire in the kitchen, but that it had
been contained and posed no danger to our meeting. Bob had not bought the
explanation and had triggered an evacuation anyway. We were the only ones to
leave the hotel after the alarm, and we caught more than a few curious glances
from people passing by. Once Bob was satisfied everyone was present and that
the hotel was not actually on fire, he gave the all clear and we filed back into
our seats in the ballroom. Despite the minor nature of the fire and the fact that
unnecessarily evacuating had cost us nearly an hour of our packed schedule, the
executive never gave a hint of annoyance. Instead, he called us back to order by
spending another few minutes praising Bob’s decision and reminding us that,
for his company, safety came before anything else.

The second morning of the conference consisted of breakout sessions scattered
in smaller rooms throughout the hotel conference center, but they began only after
our morning safety briefing was complete. We broke again for lunch, and when we
returned to the ballroom in the afternoon, the executive was waiting for us. He was
not happy. Standing in front of the room, he held up one of the vendor packets

5
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each of us had received at the start. Stamped “Highly Confidential” on every page,
the packets were the blueprints of the company’s forward-looking IT strategy,
including strategic competitive differentiators enabled by technology adoption.

Waving the packet slowly so that we all could see it, the executive chewed
us out, describing how the document he held had been discovered in one of
the empty breakout rooms during lunch, left there by someone in the room.
He explained with obvious irritation that such blatant disregard for protecting
sensitive corporate data was unacceptable, especially in a room that included
many information security professionals. If it happened again, he warned us,
there would be hell to pay. And with that, we started up again, beginning once
again with our mandatory safety briefing.

Safe and Not Secure

An important characteristic of culture is that it tends to be invisible, functioning
just below our conscious awareness of its influence. But that often changes when
we find our own cultural norms challenged, and suddenly we see patterns and
conflicts jumping out at us from the shadows. Take, for example, the stark contrast
between my customer’s safety culture, where the response to the possibility of an
incident brought all business to a stop and triggered emergency action plans, and the
customer’s security culture, where an actual security incident resulted in nothing
more than a stern talking-to. The two completely divergent responses to essentially
the same thing, a failure incident, made the differences between the safety and
security cultures of my customer stand out from one another like black and white.
“Wow;” I thought, “one of these things is not like the other” It was astounding.

My customer believed they had a strong culture of safety. They also believed
they had a strong information security culture. But culture is defined by behaviors,
not beliefs. The completely different behaviors they exhibited between the two
incidents showed where their priorities really lay. Had the executive treated the
failure to secure sensitive information like Bob had treated a burnt rasher of
bacon, we would have stopped the proceedings immediately until he resolved the
problem. Instead of ordering an evacuation, he would have ordered everyone in
the room to hold up their vendor packets. The documents were controlled, and at
least one person would not have had one.

What Were You Thinking?

I found myself obsessing over the experience for the rest of the day. It distracted
me from focusing on the presentations and the interactive sessions. I was distant
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and disengaged. Why had the executive just let that security incident slide so easily?
He had been visibly angry over it, but he could have done much more than scold
us. Was he worried about embarrassing people? Had the evacuation thrown us
so far off schedule that he was just trying to make up for lost time and not delay
the event further? Thinking that maybe he intended to follow up later and try to
track down the perpetrator some other way, I checked for unique identifiers on my
packet that could have tracked it back to me directly. I found nothing of the sort.

For a little while, I got depressed. I had traveled a long way to attend a meeting
that was all about how important security was to this company, only to watch a
senior executive get upstaged by a junior employee when it came to taking action in
the face of risk. The response to the security incident called into question the whole
purpose of the conference. If the company wasn’t going to take action when faced
with a security breach involving one of their own information security vendors, how
were they ever going to protect themselves from the real bad guys? It would all be
technology products and lip service. They didn’t care enough to make a real change.
I found myself thinking, “They should put Bob in charge of information security”

Then I realized something else. I considered the real, physical harm that I knew
this company had seen as a result of lapses in workplace safety. People had been
injured on the job, had even died, in the decades that the firm had been working
in the industry. I knew the firm had also experienced information security
breaches in the past, but my impression was that these failures had rarely risen
above the level of a moderate inconvenience. People had a bad day, to be sure,
but at the end of it everyone went home safely. If the information security culture
was not as strong as the safety culture, it was because the world of information
security just didn'’t feel as dangerous as the world of workplace safety. No matter
what they said, this company could not think about data security the same way
they thought about physical safety. Those cultures could exist side by side, but the
assumptions and beliefs that drive behavior, born of experience and observation,
were just not the same. I was fascinated and, once more able to focus on the
customer, made a mental promise to research the topic further.

So here we are.

Culture Hacking

This book is about culture. It is about understanding it and about transforming it.
You can even say it’s about hacking it. And when I say hacking, I mean hacking in

an old-school sense, the hacking that Steven Levy described in Hackers: Heroes of
the Computer Revolution. Before the term evolved (some might say devolved) into
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today’s more familiar usage, with all its implied negativity and criminal inferences,
hacking described a process of gaining knowledge about a system by exploring
and deconstructing it. This knowledge would then be put to use to make that
system better, more innovative and elegant. The MIT hackers that Levy wrote
about dealt in computer software, the programs and digital code that define how
those systems function. But systems, code, and hacking don’t stop there.

Software of the Mind

Researchers and experts in organizational culture talk about their topic in ways
that would not be completely unfamiliar to computer engineers. There are many
frameworks and metaphors for describing organizational culture, but all converge
on the idea that culture is a shared set of norms, values, and routines that serves
to define how people behave together in organized group settings. If you have
ever started a new job, then you have probably experienced a cultural shift as you
had to learn how things were done at your new organization, and maybe some

of those things were completely foreign to you. But as you learned the ropes, as
the culture was transmitted to you and you became part of it, things that you had
to think about became automatic and unconscious behaviors. It’s almost like the
organization programmed you to function within it.

Geert Hofstede, one of the more influential scholars in the field, talks about
organizational culture in just this way. For Hofstede, culture is “software of the
mind” that allows individuals to align their thoughts, beliefs, and actions in order to
solve specific problems. Nowhere does Hofstede, or any other culture researchers I
am familiar with, claim that people are programmable in the same way computers
are. But these experts do look at organizations as complex systems that share
similarities with computers and networks.

By using metaphors drawn from software and computing, we can conceptualize
and identify means of understanding how culture can be observed, measured, and
changed. Thinking about organizational culture as a different kind of software,
with its own codes and programming techniques, makes the hacking analogy a lot
more applicable. In fact, the security industry already uses the analogy all the time
when talking about social engineering. The idea of hacking people is not new or
even very controversial in our industry. But social engineering has always focused
primarily on individuals, treating each potential victim as an independent system
that must be exploited. You can automate social engineering, as does an attacker
who conducts mass phishing attempts by using automated group e-mail tools, but
this only allows the attacker to target individuals more quickly and efficiently. It’s
simply a question of scale.
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Hacking culture is different from hacking computers. It means understanding
and exploring the relationships between people, the drives and motivations that
cause many unique individuals to behave in very similar ways, as a group. Instead
of trying to affect the behavior of individual people making specific decisions,

a culture hacker is more interested in understanding and changing the entire
group’s behavior, by changing what that group thinks and believes. Part of hacking
is about elegance and efficiency, the ability to produce the greatest effect with the
least effort. If you focus on my individual behaviors, trying to change them one at
a time, you will be lost in an infinity of inputs and outputs. But if you are able to
understand and change my beliefs and assumptions, you will have tapped into the
programming that drives all my decisions.

Hacking a person’s belief systems may seem kind of creepy, and culture hacking
can certainly be put to evil uses. But hacking has never just been about breaking
into computer systems illegally or immorally for illicit gain. That’s a narrow
definition that has, unfortunately, come to be the most associated meaning of
the word, thanks to the media and, ironically enough, the security industry. But
hacking is much more than that, with a longer history than the one information
security has tried to impose on it. Culture hacking is similar. I didn’t invent the
concept, and it’s been around for a long time. I just believe it’s a very useful way to
think about the challenge of people-centric security.

A Brief History of Culture Hacking

The first people to call themselves culture hackers came from the worlds of activism,
fashion, and art. They wanted to shape the way the world looked at itself, to shake
up the status quo, and to pull the curtains back on people’s preconceived notions.
For Mike Myatt, a leadership expert and author, hacking in organizations involves
breaking down existing codes and complexity, finding alternatives, and replacing
out-of-date or inefficient processes. That’s old-school hacking.

Culture hacking is pre-digital, going back to practices like billboard jamming,
literally changing the messages on real-world roadside billboards from
advertisements to more ironic or anti-corporate messages. These techniques date
back to the 1970s, developing in parallel with phone phreaking and the beginning
of computer hacking. It wasn’t about stealing or defacing private property; it was
about retaking control of the system from those who had corrupted it, to make it
free again. This was the '70s, remember.

Though it started out fueled by flower power, culture hacking has proven
remarkably resilient. As the world changed, so did the focus of the movement.
Culture hacking and technology merged with the creation of groups like the





